[WEBINAR]

Are You Prepared for a Cyberattack
Against Your Law Firm?

24 August 2020, Monday
4.00pm - 6.00pm
This programme is conducted as a live webinar.

Registration Fees

Fees
Sy (Inclusive of 7% GST and course materials)
Law Society Member $64-20 Free*
SCCA Member $115.56
Non-Member $128.40
*
Y No. of Public Practice Area: Training Level: From 1 ]u_ly to 31 December
SILE CPD Points: Professional General 2020, webinars are free for all
ACCSE%‘TED 2.0 Skills LawSoc Members.

ACTIVITY

Terms and conditions apply.



About the Forum

Wearing a helmet while cycling is a widely accepted safety protocol. When it comes to the safety of
your law firm’s data and confidential information, are you blithely moving along without protection?
Proactive prevention against cyberattacks is an immediate and ongoing necessity. Ignoring
cybersecurity is no different from riding a bike without a helmet. Such ignorance is risk.

On 30 March 2020, The Law Society of Singapore issued a Guide to Cybersecurity for Law Practices.
This webinar will discuss the recommended practices set out in the Guide and how to implement
them.

Learning Objectives

e Understand the five functions in a cybersecurity framework, namely Identify, Protect, Detect,
Respond and Recover.

e How to use the Guide to implement best practices in cybersecurity.

e How cyber insurance plays a part in overall risk management.

Admin Note to Singapore Practitioners and s36B Foreign Lawyers in relation to the Mandatory CPD Scheme:

No of Public CPD Points: 2.0
Practice Area: Professional Skills
Training Level: General

Participants who wish to obtain CPD Points are reminded that they must comply strictly with the Attendance Policy set out in the CPD Guidelines.
For this activity, this includes logging in at the start of the webinar and logging out at the conclusion of the webinar in the manner required by the
organiser, and not being away from the entire activity for more than 15 minutes. Participants who do not comply with the Attendance Policy will not
be able to obtain CPD Points for attending the activity. Please refer to http://www.sileCPDcentre.sg for more information.

Note: In the course of the event, photographs/videos/interviews of participants could be taken/conducted by the Law Society or parties appointed
by the Law Society for the purpose of post event publicity, either in the Law Society’s official publication/website, social media platforms or any
third party’s publication/website/social media platforms approved by the Law Society.


http://www.silecpdcentre.sg/

Programme Outline

Time

Programme

3.30pm — 4.00pm

Participants log on

4.00pm — 4.30pm

How to Identify, Prevent, Monitor, Respond & Recover from a
Cybersecurity Incident: The Law Society Cybersecurity Guide

Any cybersecurity guide or framework has 5 functions. The session starts
with an explanation of how the Guide helps a law practice meet these 5
functions; the inter-play between the Guide, insurance, software, hardware
and the people tasked to put the Guide into practice. It gives a good
introduction and eases participants to the other segments of the webinar.

Lim Seng Siew — Director, OTP Law Corporation

4.30pm — 5.00pm

Data Risk Management - Using The Law Society Cybersecurity Guide

As not all law firms face the same cybersecurity risks, there is no "one size
fits all" approach. This session will discuss how the guide can be used to
implement best practices for managing cybersecurity risks in law firms.

Angeline Poon

5.00pm - 5.30pm

Respond and Recover

Whilst prevention is better than cure, it is fundamentally accepted that not
one business can claim to be “100% secure” against cyber risk. This part of
the session will focus on what to expect and how to deal with a data breach
or other cyber incident using real life examples. The focus will explain the role
of risk transfer and how a Cyber Insurance Policy can play its part with the
overall risk management for a law firm.

Rory Young — AVP (Cyber, Technology and Emerging Risks), Lockton
Companies

5.30pm — 6.00pm

Panel Discussion

Moderator

Lim Seng Siew — Director, OTP Law Corporation
Panelists

Angeline Poon

Rory Young — AVP (Cyber, Technology and Emerging Risks), Lockton
Companies

Frederic Boles — Director (Business Development and Strategy), Lockton
Companies Singapore

6.00pm

End




Speakers’ Profile

Angeline Poon

Angeline has been in the legal profession for 30 years. She practised corporate
finance law as a partner before her current specialisation in risk and knowledge
management, where she was department head for two leading law firms. Her role in
the two firms involved managing professional support and training for their lawyers,
as well as advising the firms and their regional networks on risk and compliance
matters.

Lim Seng Siew — Director, OTP Law Corporation

Lim Seng Siew, has over 30 years practice experience in litigation and commercial
transactions, concentrating mainly on data protection, cybersecurity and technology
related matters. In addition to practice experience, the years when he was CEO of a
technology start-up (2000-2003) and Senior Director of the Technology Cluster,
Singapore Academy of Law (2008-2011) has also gained him practical experience
managing technology projects as well as the daily operations of such entities. His
combined experience translates to practical advice to clients who intend to start a new
or run a technology business, manage their technology partners and/or develop
technology projects. His litigation experience means that he had the ability to spot
potential problem areas and suggest possible solutions. Seng Siew is part of the team
that drafted the Law Society of Singapore’s Cybersecurity Guide.

Rory Young - AVP (Cyber, Technology and Emerging Risks), Lockton
Companies

Rory Young is based in Hong Kong driving Cyber and Technology related insurance
solutions and strategy for the wider Asia Pacific region at Lockton Companies, the
largest privately owned insurance company in the world.

Rory has been part of Lockton’s Global Cyber and Technology team since 2015 with
experience in both the London insurance market and in Asia, helping him leverage
Global Insurance Programs for a wide range of industries across multiple jurisdictions.

Frederic Boles — Director (Business Development and Strategy), Lockton
Companies Singapore

Fred has over 20 years’ international experience advising clients in more than 35
countries. Fred operated throughout a number of international jurisdictions, including
the UK, Europe, Asia and New Zealand, where he held numerous senior executive
roles.

Fred was in charge of all Specialties for a large international broker in NZ, advising
clients, including boards and C-suite, on capital raising, IPO, D&O, M&A, cyber and
other related liabilities risks, focusing on the identification, mitigation and transfer of
residual risks. Most recently Fred worked as a consultant for Delta Insurance designing
and launching the first entire digital Personal Cyber insurance solution in the Pacific.
In January 2020, Fred joined Lockton Singapore as Director - Business Development
and Strategy.

Fred has a Masters of Law, Masters in Management and an Executive MBA. He was
member of the NZ Institute of Directors. Fred was on the board of InsurTech NZ. He
also advised Tech starts up, including JRNY Al.



Registration

To register, please visit our website at: https://www.lawsociety.org.sa/CPD-Portal/Law-Society-Events.

For enquiries, please contact us at cpd@lawsoc.org.sg or 6530-0255.

1.

General Terms and Conditions

1.1. "Free" registration tickets are extended only to Law Society of Singapore Members under the
"Extraordinary Relief Package". Note: Other employees of law firms are not eligible

1.2. “Free” Registration tickets are strictly non-transferable.

1.3. If a Member is found to have lapsed in attendance of 3 free webinars, without cancellation of
registration at least 3 working days prior to the event, their subsequent free registrations will be
rejected and the usual registration fee will apply. Strictly no exemptions will be considered.

1.4. Registration closes on the date as stipulated on the registration page or when all seats are filled.

1.5. Allocation of seats is on a first-come-first-served basis and there are limited seats for each programme.

1.6. The registration fee is due and payable upon registration and must be received prior to the programme.

1.7. Payment must be made by the closing date stated. Registration will only be confirmed upon receipt of
full payment.

1.8. The Law Society reserves the right to refuse to register or admit any participant, and to cancel or
postpone the programme.

1.9. For paid registrations, a substitute delegate is welcome, provided that The Law Society is notified in
writing of the substitute delegate’s name and particulars at least 3 working days before the programme.

Substitution of registrant is not applicable for “Free” registration tickets.

Cancellation and Refund of Fees

2.1. Participants who cancel their registration before the commencement date shall be liable to pay the
percentage of the registration fee set out as follows:

i. 20 calendar days before commencement date: 25% of registration fee.
ii. 8 to 19 calendar days before commencement date: 50% of registration fee.
iii. 7 calendar days or less before commencement date: 100% of registration fee.

2.2. Participants who cancel their registration without prior payment shall also be liable to the cancellation
fee set out in 2.1. In the event that the payment for cancellation fee is not received despite multiple
chasers, a tax invoice will be issued and mailed to your law practice/organisation.

2.3. Participants who are unable to attend the programme due to medical exigencies will be subject to a

cancellation fee of 50% of the registration fee.



